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CLOUD OFFICE .
SECURITY i

INCREASED SECURITY FOR
MICROSOFT 365 APPLICATIONS

That's where ESET Cloud Office Security (ECOS)
enters the scene, providing Microsoft 365
applications with additional layers of protection.




THREATS DETECTED BY
ESET CLOUD OFFICE SECURITY

In just the first half of 2021, ESET Cloud Office Security has blocked thousands of threats that
bypassed native protection included in Microsoft 365. While the majority were phishing and
spam messages, infostealers, downloaders and other types of dangerous malware were also
detected. Some of the most severe threats are described below.

Downloaders

Emotet

Detected as a variant of PowerShell/
TrojanDownloader.Agent

Emotet was a notorious modular trojan,
used primarily to download further
malware—such as banking trojans,
infostealers and ransomware—onto

the compromised machines. Before its
takedown in January 2021, Emotet had
formed one of the largest and most prolific
botnets, launching large-scale malspam
campaigns containing malicious Office
and PDF documents, spreading some

of the most unscrupulous ransomware
families such as Ryuk, Conti, BitPaymer and
DoppelPaymer.

Learn more

Nemucod

Detected as variants of JS/TrojanDownloader.
Nemucod and JS/Danger.ScriptAttachment

Nemucod is a notorious downloader family
that spreads via malicious attachments

in emails. Its main goal is to download
further malware to the affected device. This
malware family has fueled many large-
scale malspam campaigns in the past, most
notably those that distribute botnets such
as TrickBot or delivering final payload such
as GandCrab and Avaddon ransomware.

Learn more

Malicious VBA macros

Detected as variants of a variant of VBA/
TrojanDownloader.Agent

VBA/TrojanDownloader.Agent is a detection
that typically covers malicious macros
embedded into compromised Microsoft
Office files. These are attached and sent in
spam campaigns, disguised as important
information relevant to the recipient. If
enabled by the victim, the malicious

macro downloads and executes additional
malware. This technique is employed by
multiple downloader and botnet families,
including Qbot, Trickbot and Dridex as well
as the now defunct Emotet.

Learn more

1 SECURITY WARNING Macros have been disabled. Enable Content

Upgrade your edition of Microsoft Office

Upgrade your edition of Microsoft Word

Upgrading your edition will add new features to Microsoft Word.

Please, click Enable Editing and then click Enable Content.

Document templates used to spread malicious macros
by the now-defunct Emotet botnet


https://www.welivesecurity.com/2020/09/16/emotet-quebec-department-justice-eset/
https://twitter.com/ESETresearch/status/1270339048763260928
https://www.welivesecurity.com/wp-content/uploads/2021/02/ESET_Threat_Report_Q42020.pdf#page=17

&> Infostealers
Agent Tesla Win32/Agent.ADAT trojan

detected as variants

. ) Win32/Agent.ADAT is the detection name
of MSIL/Kryptik and MSIL/GenKryptik /A8

for a file named “tax_invoice.com”. Using

Agent Tesla is a remote access trojan this financial ruse, this file drops several
that became extremely popular due to other malicious files and executes them
its malware-as-a-service business model without the victim's knowledge. The code
and easy-to-use interface. The capabilities inside one of the malicious executables lays
of this powerful infostealer include ground for a process injection, the initial
harvesting login information from various stage of further compromise. A similar
credential-storing apps, keylogging and attack path has been seen in cases where
taking screenshots of the victim's desktop. Formbook was used as the payload. The
It is typically spread via malspam, abusing primary aim of the Formbook malware
legitimate, hacked email accounts for family is to harvest and steal sensitive
distribution. It uses sophisticated techniques information such as browser history and
to evade detection. stored passwords.

Learn more Learn more about Formbook

Phishing

HTML/Phishing.Microsoft

HTML/Phishing.Microsoft is the detection lure victims with intriguing filenames such
for a phishing threat distributed mostly as as “New Fax Received” or “AudioMessage”.
an email attachment. To hide the malicious After opening the attachment, victims are
purpose of the file, attackers use the ruse of redirected to a fake login website designed to
unpaid invoices and payment orders, or try to harvest their Office 365 credentials.
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Enter password

Password
[ Keep me signed in

Forgotten your passwond?

Sign in


https://krebsonsecurity.com/2018/10/who-is-agent-tesla/
https://www.welivesecurity.com/wp-content/uploads/2021/05/eset_threat_report_t12021.pdf#page=16
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https://www.eset.com/us/
https://www.eset.com/us/business/cloud-office-security/trial/
https://www.eset.com/us/business/solutions/cloud-security/
https://www.eset.com/us/business/complete-protection-bundle/

